ATACAR CON UN SNIFFER A UN FTP

1.-Instalamos el sniffer en este caso el Wireshark

alumno@alumno-pcos: ~ = 1 2 alumno
alumno@alumno-pc@B8:~5 sudo apt-get install wireshark
[sudo] password for alumno:
Leyendo lista de paquetes... Hecho
Creando arbol de dependencias
Leyendo la informacién de estado... Hecho
Se instalaran los siguientes paquetes extras:
libc-ares2 libsmi2ldbl libwireshark-data libwiresh 1 libwiretapl
libwsutill wireshark-commen
Paquetes sugeridos:
snmp-nibs-downloader wireshark-doc
| Se instalaran los siguientes paquetes NUEVOS:
libc-ares2 libsmi2ldbl libwireshark-data libwiresharkl libwiretap1
libwsutill wireshark wireshark-common
0 actualizados, 8 se instalaran, © para eliminar y ® no actualizados.
Necesito descargar 14,9 MB de archivos.
Se utilizaran 62,2 MB de espacio de disco adicional después de esta operacién.
;Desea continuar [5/n]? s
Des:1 http://es.archive.ubuntu.com/ubuntu/ precise/main libc-ares2 amd64 1.7.5-1
[36,6 kB]
Des:2 http://es.archive.ubuntu.com/ubuntu/ precisefuniverse libsmi2ldbl amdé64 ©.

2.-Una vez instalado entramos como root para que nos permita capturar el trafico.

alumno@alumno-pcB8:~5 sudo wireshark

3.-Entramos al filezilla para hacer la prueba.

@@ Gestor de sitios

Seleccione el sitio:

General Avanzado Opciones de Transferencia | *
¥ (¥ Mis sitios
irchir Tamano de Tif ¥ Nueva carpeta Servidor: abde2smr.herobo.com Puerto: I_sos Prc
b = b Protocolo: FTP - Protocolo de Transferencia de Archivos =
Dir |
Dif Cifrado: uUtilizar FTP simple 2
Difg
Din
Dig
Dif .
Dif @@ Gestor de sitios
Dir seleccione el sitio:
4 Dif General Avanzado Opciones de Tran

i b i Mis sitios
g' irchir Tamano de Ti ¥ Nueva carpeta Servidor: abde2smr.herobo.com Pue|
Dir D!r = it Protocolo: FTP - Protocolo de Transferencia de Arch
Dif |y Dig - o =
Dl — Dir Cifrado: utilizar FTP simple
Dig D!r
Din D!r Modo de acceso: | Normal

] Din
o il u: io: 5367007
pit___ glr suario: a

1 if
Directc Di Contrasefa:

- if
Directs Dir Cuenta:

'3 directorios. Tamano t ria



4.- Iniciamos el shark

etho [Wireshark 1.6.7] 14:15 1 ale

W File Edit View Capture Analyze Statis Telephony T
® 8 &
; v | Expression... A
No. Time Source Destination Protocol Length Info
" 10.000000  PlanetTe 37:03:e6 Spanning-tree- (for-br.STP | 66 Conf. Root = 32768/6/00:30: Cost = 8 Port = 0x808a
2 2.019984 PlanetTe 37:03:e6 Spanning-tree- (for-briSTP 60 Conf. Root = 32768/0/00:30:47:37:0 Cost = 8 Port = 0x8808a
< 3 4.841877 PlanetTe 37:03:e6 Spanning-tree- (for-briSTP 60 Conf. Root = 32768/0/00:30:4f:37:03: Cost = 8 Port = Ox880a
4 6.049194 PlanetTe 37:83:e6 Spanning-tree- (for-briSTP 60 Conf. Root = 32768/0/00:30:4f:37:03:dc Cost = @ Port = Ox880a
M 5 7.716203 CadmusCo_9f:14:b8 Broadcast ARP 60 Who has 192.168.3.17 Tell 192.168.3.139
6 8.859826 PlanetTe 37:03:e6 Spanning-tree- (for-briSTP 60 Conf. Root = 32768/0/00:30:4f:37:03:dc Cost = @ Port = @x800a
T— 7 9.726919 192.168.3.139 239.192.152.143 UDP 161 Source port: plysrv-https Destination port: plysrv-https
‘ g‘ 8 9.726930 192.168.3.139 239.192.152.143 ‘upp | 161 Source port: plysrv-https Destination port: plysrv-https
e et 9 10.069741 |PlanetTe 37:03:e6 Spanning-tree- (for-briSTP 60 Conf. Root = 32768/0/00:30:41:37:83:dc Cost = @ Port = 8x8080a
il 10 11.980397 |PlanetTe 37:03:e6 Spanning-tree- (for-briSTP 60 Conf. Root = 32768/0/00:30:47:37: Cost = 8 Port = Ox880a
E 11/13.989134 |(PlanetTe 37:03:e6 Spanning-tree- (for-brisTP 60 Conf. Root = 32768/0/00:30:4f:37 Cost = @ Port = Ox880a

MDNS 117
169 Sta

> Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (488 bits)

> IEEE 802.3 Ethernet

~ Logical-Link Control

> Spanning Tree Protocol

o

5.- Observamos que ha capturado la contrasefia de la conexion entre cliente-servidor esto es debido
a que el wireshark aprovecha que FTP lo pone en texto plano sin encritptacién.

etho [Wireshark 1.6.7]
- File Edit V G e Statistic T Internals Help

® ErT T4 EE 2o GEEHX @

Filter: v | Expression...

No. Time Source Destination Protocol Length Info
24 17.113239 213.4.106.164 152.168.3.109 HTTP 79 Continuation or non-HTTP traffic
z 152.168.3 213.4.106. > http-alt [RST] S B

.611871 213.4.106.164 192.168.3. 326 Response: 220---------- Welcome to Pure-FTPd [privsep] -----
27 17.611891 192.168.3.109 213.4.106.164 TCP 66 44922 > http-alt [ACK] Seq=97 Ack=300 Win=15744 Len=8 TSval:
28 17.612059 192.168.3.109 213.4.106.1 FTP 81 Request: USER a5367087
29 17.712650 213.4.106.164 192.168.3.109 TCP 66 http-alt > 44922 [ACK] Seq=38@ Ack=112 Win=65535 Len=8 TSva'
30 17.785285 213.4.106.164 192.168.3.109 FTP 107 Response: 331 User a5367007 OK. Password reguired
31 17.785451 192.168.3.109 213.4.106.164 FTP 81 Reguest: PASS abdel993
32 17.911412 213.4.106.164 192.168.3.1689 TCP 66 http-alt > 44922 [ACK] Segq=341 Ack=127 Win=65535 Len=8 TSva'
33/18.018168 PlanetTe 37:83:e6 Spanning-tree- (for-briSTP 60| Conf. Root = 32768/0/00:30:4f:37:03:dc Cost = @ Port = 8x!
34 18.375269 192.168.3.125 192.168.3.255 NBNS 92 Name guery NB SU.FF.AVAST.COM<@8>
35 19.125730 192.168.3.125 192.168.3.255 NBNS 92 Name guery NB SU.FF.AVAST.COM<@@8>
36 19.886112 192.168.3.125 192.168.3.255 NBNS 92 Name guery NB SU.FF.AVAST.COM<@8>

Frame 1: 6@ bytes on wire (480 bits), 68 bytes captured (480 bits)
IEEE 8082.3 Ethernet

Legical-Link Control

Spanning Tree Protocol
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