PRACTICA DE PROXY CON
WINGATE

Lo primero que debemos hacer es dejar las maquinas con esta
caracteristicas Maquina anfitriona: El SO puede ser cualquiera, ha de tener
una salida a Internet, en nuestro caso tiene la ip 192.168.1 y la puerta
de enlace es 192.168.1.1 Ha de tener acceso a internet.

Maquina virtual Win_seguridad: Donde estra alojado el servidor de
Wingate7. Tiene dos interfaces:

Uno externo en modo Bridge y dhcp -

El otro interfaz esta en modo Red interna y nombre ‘wingate’.

Su ip sera la 192.168.1.210 (no hace falta puerta de
enlace).Recordatorio: Para agrear un interfaz a la maquina

virtual, ésta ha de estar apagada. Cambiale la MAC. Ethlws
Maquina virtual Win_seguridad1: Es la que va a simular la red local
de la empresa.

Interfaz en modo red interna con nombre ‘wingate’. Su ip sera
192.168.1.211 (la puerta de enlace sera la ip de la red interna

de Win_seguridad). EthOws1



Ahora instalaremos el wingate para ello activaremos las licencias
x

Activating Licenses
The Activation Jobz pou requested will now be processed.

Lag
Checking activation request
Connecting o activation server activation.gbik. com on port 343
Frocessing free license activation request
Yerfying rezponze
Free licenze activation request succeeded

< Abraz I Finalizar I Cancelar

Key |License tvpe |State |Expiry

Thers ara nn itams bn chom
Enter License x|

Enter License
If you have purchazed a licensze enter it now. Othenwize choose a free
license, or select a product to trial.

" Activate a purchased license.

Al

[Eexisting sl activations for this praduct will e remesed|

Furchase licenze

" Activate a free fully-featured 30 day trial.
Product WiniG ate j

¥ Activate a free license. About the free license
License information
< Atrds I Siguiente > I Cancelar |

For Help, pre



PLIET AP LI 1L S 1

Qbik License Activation

Al Obik, products require activation.

. To activate or deactivate a licenze, a request needs to be sent to
our activation servers o validate your icenze. Y'ou can make a
request onling [if pou have a connection], or off-ine.

L

aBIlK

= Online [recommended)
A warking internet connection iz required.
If pou need to initiate a connection to the Intemet, please
do g0 row,
[ Use a proxy server to connect to the Internet

& Oifline
Thiz invalves generating a request file, which iz subritted to our
activation servers from another computer using an online
web-based form.

¢ Alras I Siguiente > I Cancelar
i

winGate requires a user database provider to be selected.

The user database provider enables authentication and wuzer and group management
which are required for WwinG ate to function.

' \ The choice of provider needs to be carefully considered.
- FPress F1 for more  information

< Alras I Siguiente > I Cancelar [Q

B8 winGate 7.3 Setup )

Enter an admin email address

ASignamOS EI nombre Fill i the itemz below and click Mest o continue,
de administrador

i

Enter an email address for administrative alertz

I.-’-'-.dministradu:ur <address

Enter a zender addresz for adminiztrative alerts

I'W'inG ate <x

< Back Mewt >

Cancel




Select a User Database provider x|

Pleaze chooze a Uzer Databasze provider [requires restart of YWinG ate).

Frovider:
D eszcription: YWinGate uzer databaze engine
Wersion: 2.05.4534

b anufacturer; Cbik Mew Zealand Limited

Copyright: [c] 1995 - 2013 Qbik Mew Zealand Limited
Comrments: Provides access ta Wink ate users and groups
{ i " The choice of provider needs to be carefully considered.

I"'I Press F1 for more information

< Abraz I Siguiente > I Cancelar |r

Y lo reiniciamos y ya estaa listo.

Licenses
Key |License type | Stake |E><|:uir';-'
?ﬁ, AULLTYFGE-WAWITSAS-SNED, ., WinGate Free 3 concurrent user license Active Dioes nok expire

WinbGate Restart

b Do you wish to restart?

WinGate must be restarted because the licenses have
changed.

Yes Mo




Wwieh Server I Connection I Logaing I Eventz
General | Bindings I G ateways I Intercepting

Service name I"v\-'"v'v"w' Frosy Server

Dezcription Mt Priosy Server

General

Skartup Service will start automatically
Service park =i

Timne out idle connections True
Afker () 180
Authentication

MTLM Enabled
Basic Enabled
Filters

HTTP cache For WinGate Enabled
Web activity For Winzate Enabled

}

Aceptar Cancelar Aiplicar



WinGate Management - connected {Jocalhost)

Navigation Network connections
5 Control

| Certificates

| Skakiiz | [N |‘-'.n |I'1n=\.lir= Mlarne | 0 Address

U4 Credential rules Marme | Toere 8
g Daka m -4 Conexidn de area local Status ﬂ 2165.1.54 1
DM3 Client .
Fr Events < Conexidn de &re - General | Detailsl Performancel Advancedl 3.254.136.3
* . . Conexion de &re
© Extended Metworking e ~ Connection
& HTTP Cachy
[ TP ache Status: Enablzd
EFK Licensing
Logging Speed: 100.0 Mbps
2 Modules
ﬁ_; Metwork connections —what type of network does this adapter connect to?
|j Motifications settings € Auto detect [currently Internal]
B8 Performance counters & Anintemal protected network
% Pelrmlssmns  An e%mal untrusted network, [2.g. the Intemet)
Roli
olicy A zecdted external netwaork [DMZ)
[ Scheduled Events —
B Services

Users and Groups

Pl Setting Sent — ——  Received

Tasks Packets: 16429 I 2736
Network

Aceptar I Cancelar

Listo

“Wwieb Server I Connection I Logging | Eventz |
General I Bindirgs I G ateways Intercepting

— Intercepting proxy

¥ Intercept connections made via EMS, the 'WinG ate Client, or SOCKS
gerver on the following ports

Add Fart I Status |
an Started
E dit M

_l a080  Started
_Delet |

Delete

Acephar I Cancelar Splizar




O WY Y¢ PrOoxy SErver prope

Ywieh Server | Connection I Logging I Ewventz
General Bindings | [Fateways I Intercepting
Adapter | IP Address | Fart | EI| Status
U} M5 TCP Loopback int...  127.0.0.1 a0 started
sk Conesion de 4realoca.. 169.254.196.3 an started
=ta Conexidn de drea local  192.168.1.54 an started

< |

Binding Paolicy | Puort | O ptions |
Bind only ta 127.0.0.71 on M5 TCP Loopback int...  default
Bind to any I[P addresz on any internal adapter default
Addd Edt | Delete |
Arentar I ancelar I Lonlicar

Configuramos el proxy en el navegador con la Ip el puerto

g Certificates

‘2 Credential rules
@ Data

> DN5 Client
Events

EXTS.

HTTF Cache
Licensing

Logaing

Maodules

Metwork connections

-
&

ke Sy E

Motifications settings

Extended Metworking ©

Configuracion de la conexion

—Configurar proxys para acceder a Internet
£ 5in proxy
" Autodetectar la configuracidn de proxy para esta red
" Usar configuracidn de prozey del siskema

¥ Configuracion manual de prosy:

 SOCKS w4 (% SOCKS WS

Sin proxy para:

i

Prozy HTTP: I 192.168.1.54 Puerto: BUBD
¥ Usar el misma prozey para todos los protocolos

Proy S5l I 192.165.1.54 Puerka: G030 :

Prosew ETE: I 192.1658.1.54 Puetka: 050

ld

Seryidor SEEES; I 192.1658.1.54 Fuerka: 00

localhost, 127.0.0.1

Ejemplo: .mozilla.org, .net.ar, 192.168.1.0/24
" URL de configuracidn automatica de pros:

Eecargar |

Bceptar I ancelar | Avuda |




Y ahora bloqueare una pagina el as por ejemplo

Zakegory

| Description

| Used By

| Provided By

Allawed

& categaory For con

v dccess Rules (1)

Manual Classifier

Banned

& category For con

.. dccess Rules (1)

Manual Classifier

Gambling

Content relating ta...

Games

Content relating k...

Mews

Conkent relating k...

Reskrickad

& categaory For con

v dccess Rules (1)

Manual Classifier

Sex

Content of a sexu., ..

Shopping

Content relating ta...

Social Metwa, .,

Content relating k...

Spaork

Conkent related ko, ..

IIniknican

The category of th...

Categaries

Webrnail

Content relating ta...

Z5acial

Access Rules (1)

Manual Classifier

ranual Classifier

BTN ol Match Ag... |Cn:|ntent |Categn:|r';.f |Hits |
iite Data Lisk !(Restri-:ted Sikes Restricted 0
iike Text A * . as.com Zsacial 4
jite Data Lisk ,A’ Allowed Sites Allowed n
jite Data List ,4’ Banned Sites Banned n




Access Rules

Winzake = ‘Web Acce
tle | Who | Where What | When | Result | H..
% Z5... Everyone Fram arswhere  Cakeqory: Z5ocial Always Derny 1
% Ba... Everyvone From arwwhere  Caktegory: Ban,., Always Deny ]
& F... Ewervone From arywhere  Caktegory: Rest,,, Cuskom  Demny ]
& All... Everyone From anywhere  Category: Allo... Abways Al 0
4 Dn.. Everyone Fram arswbere Al Always  Alliw 515

WXP_DNS [Corriendo] - Oracle VM VirtualBox 2 alumno

Archivo  Editar Ver Historisl Marcadores  Herramientas  Ayuda

{ ! Problema cargando |a pagina x l N P_rob_lema carganda |a pagina x l :: Blocked

G as.com R

E] IMas visitados [] Primeros pasos :: Hatmail gratuita :: Personalizar vinculos :: Windows Media :: Windows

| Blocked |

WinGate has blocked

http:/www.as.com/

because rule ZSocial denied access to category ZSocial.

Wiin G ate™ & Obik Mew Zealand Limited 18952010

o Firefox autométicamente envia algunos datos a Mozila para que podamos mejorar su experiencia.

Eﬂlniciol @ WinGate Management - ... ” ‘ Blocked - Mozilla Firef...

EXT)

#®0

0P @ Blcerlperecho



